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1. GLEARANCE AND SAFEGUARDING
DEPARTMENT OF DEFENSE a. FACILITY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the DoD Industrial Security Manual apply '\ i oreARED ARD‘SECRE'I;ED
10 all security aspects of ihis effort.) ING REQU
i SECRET
2. THIS SPECIFICATION IS FOR: (X and comptate a5 appiicabie) 3. THIS SPECIFICATION IS: X and compiete ss applicable!
3. PRIME CONTRACT NUMBER GATE (VY VVMADD)
2. ORIGINAL (Compete date in sl casas!
b, SUBCONTRACT NUMBER b REVISED REVISION NG GATE (VVYYMMDD)
{Supersedes ail
previous speas!
¢ | SOUKITATION GF OTHER NUGER | GUE DATE (V7Y HHG0) R . TATE (¥ VYMMDD!
o omplete ftam 5 in ol cases!
DAAH?3-03-R-0211 2003/11/01 "
4. 1S THIS A FOLLOW-ON CONTRAGT? X | YES NO. If Yes, compiete the following:
Classified materat received or gonerated under  DABTO1-98-C-0014  (Preceding Contract Numbery is transterred to this follow-on contract,
5. 1S THIS A FINAL DD FORM 2847 VES X NO. 1 Ves, complats the following:
In tesgonss to the contractor's roquast dated . retantion of the classified matansl s authorized for the period of

6. CONTRACTOR finclude Commerciel and Government Entity {CAGE) Coda)
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Mome, Address, and Zp Codel

7. SUBCONTRACTOR
NANE, ADDAESS, AND 2P CODE b, CAGE CODE | c. COGNIZANT SECURITY OFFICE (Nama, Address, and Zip Cade]

ACTUAL PERFORMANCE
LOCATION b. CAGE GODE
Fort Rucker, AL 36362-0030

COGNIZANT SECURITY OFFICE (Vame, Address, and Zip Cadel

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Fleet Support Services for rotary wing aircraft in accordance with the cited solicitation

10. CONTRACTOR WILL REQUIRE ACCESS TO: VES| NO 1. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES| RO
T COMMUNGATIONS SECURTY oomsec) Fammanon | X - TRARChes oSS AT O ORIy AT AFGTHER X]
b._RESTRICTED DATA b, RECEIVE CLASSIFIED DOCUMENTS ONLY [X]
<. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION 5. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d._FORMERLY RESTRICTED DATA X | 4 FABRICATE, MODIFY, OR STORE CLASSINED HARDWARE
o NTELUGENCE IFORVATIGN I+ remvomm samvicss oy X
41 Sensitve Camparimentad Inarmaton (S K|~ FEATES, 03 Foseet e aNe TR0e] TeRRPCARS T U ;;I
@ Nonsct X R O L e e E ke O PR Eorg T ORATIon
T, SPECIAL ACGESS INFORMATION X | = reauine a comstc account |
5 NATO INFORMATION I HAVE TEMPEST REQUIREMENTS. g‘
__FOREIGH GOVERNMENT INFORMATION ST 1 #AVE GPERATIONS SECURITY (GPSEc) REGUIREIENTS
 LwrreD DissEwATION FoRMATION . SE AUTHORIZED TO % THE DEFENSE COUTER SERVIOE X
| _FOR OFFICIAL USE ONLY INFORMATION X 1. OTHER (Spacifyl X
k. OTHER (Specify! X Blocks 11.i and 11.j above apply only to ATTC operations.
Access to Army restricted areas, Block 10.a
above applies only to ATTC operations

DD FORM 254 DEC 1999 PREVIOUS EDITION IS OBSOLETE.
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™

ba submitted for approval pri to release

Commanding General, U.S. Army Aviation Missile Command,

12.” PUBLIG RELEASE.  Any Information (cassiied o unclassiied pertaining ta this contract shall nat bs tolaased or pubic dissemination exzept as provided |
by the industial Security Manal or unless it haa been approvad for public release by apprapriate U.S. Govemment authorty. Frcpossd publc releases shall

oiect. [ K] Tvouan sosery

Redsione Assenal, Alabaa 35898.5000 AM >4 m —PA

1o the Dirsctarate for Freedom of Infarmation and Security Reviaw, Office of the Assistamt Secretary of Defense {Public Affalrs}® for review.
“In the case of nan-DoD User Agencies, requssts for disclosure shall be submitted to that aganoy.

13, SECURITY GUIDANCE. The security classifiection guidancs neaded for this

this guidance or if any ather contributing factor indicates a nead for changes in

handled and protected at the highest level of classili

Classified Information or Controlled unclassified Information,

5220-22-S and USAATTC Guidance, The contractor shall be r
de-installation.

"USAAVNC will provide sccurity safeguarding of CONFIDEN
area at Hanchey Heliport. The contractor shall maintain an inve
to the Installation Security Manager (ISM). The contractor sha
bave unescorted access to Hanchey Heliport.

Security classification puides or DA PAMS covering each type
the CO.

license. Prior to sub-contracting with forcign industry the U.S.
Foreign sub-conractors must agree that only citizens of their ¢

recommendad changss; ta chaltengs the guidance or the classification assigned
and to submit any qusstions for interpretation of this guidance o the official idenified bolow. Penting finel decision, the information involved shall bs

tion assigned o recommended. (7l in o5 sppropriate for the classified effart. Attsch, o forward under
separate corespondencs, any documents guides/extracts referencad herein. Add adaitional peges as nesdsd to provide complete guidance.)

Government sources. Keying materials and Controlled Cryplographic Iicms shall be handled in accodance with DOD

Only contractor employees with a DOD adjudicated security clearance or USAAVNC adjudicated National Agency check may

The contractor is ot authorized ta release any data to foreign nationals or foreign representatives without an approved export

The U.S., contractor is responsible for obaining export licenses and providing the licensc mumber to the CO and ISD.
NSA Industrial COMSEC Mamual, NSA 90-1 (U), October 2001 apply to this contract.

classified otort is identified bslow. If any difficulty is ancountered in appiying
this guidance, the contractor is authorized and encouraged to provide
sny information or matsrial furnished or generated undsr this contract;

Concurrence of the Contracting Officer (CO) and Director, Intelligence and Security Directorate (ISD) will be obtained prior
to issue of a Limited Access Authorization to a non-U.S. citizen in compliance with the NISPOM. Controlled Unclassified
Tnformation as defined in DOD 5200.1R, Appendix C, may be disclased to U.S. persons who are employed by the prire
contractor or subconiractors, or fo such employees who are foreign persons when requircments of export conirol and other
laws are met. The contractor is responsible for compliance with all applicable laws and regulations governing access to

Classificd materials will be accepted only from U.S.

espansible for all ifems during storage, installation, and

TIAL components on aircraft that are parked in a designated
entory and immediately report the loss of classified components
Il report any secutity violations o the ISM.

of classified equipment will be furnished to the contractor by

contractor will consull with the CO and Dircctor, [SD}
ountry or the U.S. will be allowed to perform an the contract.

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition 10 L
{if Yes, identify the pertinent contractual clouses in the contact document itsef,

requisements. Provide o copy Of the requirements 1o the cognizant security offic

See Attached "FOR OFFICIAL USE ONLY" (FOUO) Instruction Sheet.

X

the

ISM roquirements, are established for this contract No

o provide an agpropriata statement which identhles
Uss trem 13 1 additiona space is needed.i

iicionel

15.

required by Higher Headquarters and DA.

INSPECTIONS. Elzments of this contract ara outside the inspection responsibility of the cognizant security office.
{1f Yes. explain end idantily specific areas or elements carved out and the sctivity responsible for inspections. Use Item 13 if additions] space is nesded.)

Operations at ATTC located a Cairns Army Airfield are under the security cognizance of the Commander, ATTC. The
contractor shall adhere to all security requirements specified in ATTC security memorandums and regulations fo includs those

Na

R ves |

16.
information to be released or generated under this classified effort. Al

CERTIFICATION AND SIGNATURE. Security requirements stated herein are complele and adequate for safeguarding the classified

i questions shall ba referred to the official named below.

a. TYPED NAME OF CERTIFVING OFFICIAL
H. D. LOCKHART

b TTE
Chief, Security D!

. TELEPHONE finciude Ares Codel
256-842-7511

ivision

d. ADDRESS finciude Zip Cods) 17. REQUIRED DISTRIBUTION
USAAMCOM [X o commacron
Intelligence and Security Dircctorate/ AMSAM-IS-SD . suBconTRAETOR
Resdtone Arsenal, Alabama 35898 X c. COGNIZANT SECURITY GFFICE FOR PRIME AND SUBCONTRACTOR

= SIGNATURE

/& k0%

.5, ACTIVITY RESPONSIBLE FOR QVERSEAS SECURITY ADMINISTRATION

-

ACK), DEC 1999

B

. ADMINISTRATIVE CONTRAGTING QFFIGER
OTHERS AS NECESSARY





